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Abstract—This paper describes the design and implementation
of a dedicated data encryption standard (DES) processor. The
processor consists of three 0.6 m complementary metal oxide
semiconductor (CMOS) integrated circuits (ICs) mounted on a
single MCM-D thin-film substrate. Each chip can operate on an
individual data stream, or the three can be cascaded to imple-
ment the so-called “triple-DES” (3DES) function for increased
security. Measurements show 3DES operation at 110 MHz, which
translates to a throughput of over 7 Gb/s, the highest reported
3DES throughput to date. System features which contribute to
this throughput are the use of area-array (flip-chip) input/output
(I/O) and global IC power/ground/clock distribution in the MCM
package. In this case, package-level distribution reduced clock
skew by 150 ps, and reduced the chip area required for power
distribution by 20%. This paper also includes measurements of
switching noise of the MCM’s Vdd plane and how it correlates
with a simple model of the system power distribution.

Index Terms—CMOS, DES processor, IC, I/O, MCM package.

I. INTRODUCTION

THE NEED for secure communications has existed since
ancient times, but only recently has there been a need for

secure communications over high-speed channels. This paper
describes a high-bandwidth custom IC which uses a multichip
module (MCM) substrate and novel power, ground and clock
distribution strategies to yield the highest throughput single-
package publicly reported 3DES implementation.

The module also demonstrates the practicality of package-
level power, ground and clock distribution. Such distribution
can be potentially useful in reducing the need for on-chip in-
terconnect, by supplementing it with off-chip interconnect [1].
In this case, the global clock is distributed in the low-resis-
tivity package wiring so as to reduce the clock skew and clock
power. By distributing global power in the package, the on-chip
power and ground grids are largely replaced by low-resistance
planes in the package, leading to a reduction in the area required
for power distribution. It also enables the chip to supplement
on-chip decoupling with package-level decoupling.
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This paper first gives a brief overview of encryption and
DES in particular. This is followed by a description of both the
pipelined architecture of the IC—which enables single-cycle
throughput—and the physical implementation of both the IC
and the MCM. It continues with pre- and post-fabrication veri-
fication procedures and measurements of both data throughput,
clock distribution and power supply switching noise before
presenting the conclusions. The switching noise is compared
with a predictive model.

II. DES ALGORITHM

In general, the goal of an encryption system is to allow two
parties to communicate in a manner such that transmitted infor-
mation appears in an unintelligible form to an eavesdropping
third party. Incoming plaintext is encrypted via some algorithm

under the control of a key. This encrypted data, referred to as
ciphertext, is transmitted to the receiver, where it is decrypted

under the control of a second key to restore the original
plaintext, as shown below. In the general case the sender’s key

and the receiver’s key are different

The data encryption standard (DES) specifies an algorithm for
encrypting and decrypting digital data. In widespread use, it is
both a U.S. government [2] and a private sector standard [3].

DES belongs to a class of algorithms known as symmetric or
secret-key, as opposed to asymmetric or public-key algorithms
such as RSA. The name arises because the same key is used
to both encrypt and decrypt data; obviously, the key must re-
main secret as anyone who knows the key can decrypt any data
encrypted with that key. DES also is an example of a block ci-
pher, since it operates on blocks of data (64-b wide, in this case)
at a time. The key size is 56-b. Finally, since DES is a Feistel
cipher, encrypted data can be decrypted by simply running the
algorithm in reverse, meaning the same hardware performs both
functions.

A block diagram of the algorithm is shown in Fig. 1. An en-
cryption begins by shuffling (a simple reordering of) the plain-
text via the initial permutation (IP).

The IP is followed by sending each block of data through 16
identical rounds. A round, illustrated in Fig. 2, consists of a set
of nonlinear substitutions and permutations applied under the
control of a 48-b subset of the master key. The particular subset
used is a function of the round number and whether the current
operation is an encryption or a decryption. The operations per-
formed are various bit-reorderings (E, P, and PC2), a bitwise
rotate , XORs, and a table lookup (S-box).
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Fig. 1. Block diagram of DES algorithm.

Fig. 2. DES round (encryption).

Finally, after the 16 rounds have been completed, the data
undergoes an inverse initial permutation . The output of

is the ciphertext.
Decryption, as mentioned before, is performed by essentially

running the same algorithm in reverse.

A. Security of DES

The security of any encryption algorithm against a “brute-
force” attack (i.e., an exhaustive search of the keyspace) is di-
rectly related to the key length. DES’s key length of 56 b is
small by today’s standards, and custom “cracking machines”
have been built [4] which can break DES by brute-force in days.

For increased security, the DES operation can be performed
three consecutive times. This operation, known as triple-DES

Fig. 3. Block diagram of DES IC.

(3DES), is U.S. government standard and expands the effective
keyspace to 112 b [5]. A 3DES encrypted message is well out
of reach of a brute-force attack for the foreseeable future [6].

III. IC IMPLEMENTATION

This section first describes the architecture of the DES IC then
follows with a discussion of the physical implementation.

A. Architecture

Since the hardware requirements of each round are identical,
previous implementations have instantiated one round and iter-
ated the data through it 16 times [7]–[9]. One author described
a gate-level design in which the rounds were unrolled into a
16-stage pipeline, increasing the throughput accordingly [10].
This design was geared for cipher-breaking, however, and as
such did not include either high-bandwidth I/O capabilities or
the ability to simultaneously execute encryptions and decryp-
tions as does the chip described in this paper.

A block diagram of the IC is shown in Fig. 3.
The datapath, which consists of 16 pipeline stages, is shown

as a single block. A block diagram of a pipeline stage is shown
in Fig. 4. The eight “cells” in the middle contain the S-boxes,
assorted logic and pipeline registers, and on either side is a 28-b
register that holds half of the key. It is worth noting that each
half of the key need only be routed through four of the eight
cells, as this saves significant amounts of area over having to
route the whole 56-b bus through the entire stage. Additionally,
each stage contains an opmode bit, which is discussed below.

Fig. 5 shows a block diagram of an individual cell. The pre-
vious stage’s L, f, and R outputs (see Fig. 1) come in at the
top, and the new L, f, and R data are sent out at the bottom.
Inter-stage wiring implements the P and E functions.

Feeding the pipeline data inputs is a multiplexor, which
selects as the data source either an on-chip pseudo-random
number generator (PRNG) or the pads—actually, the solder
bumps—which bring in data from off-chip. Key generation is
done on chip via another PRNG (split into two parts). Every
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Fig. 4. Pipeline stage (block diagram).

Fig. 5. Pipeline cell (block diagram).

clock cycle, the pipeline reads in new data and key vectors.
The pads signal controls the multiplexor which routes either
the PRNG or solder bumps to the pipeline. Both the initial seed
and the polynomial of all PRNGs are fully programmable via
scan chains.

Every cycle the pipeline reads in an opmode bit from off-chip.
This bit, which is pipelined along with both the key and the data
as shown in Fig. 4, directs an individual stage of the datapath
to perform either an encryption or a decryption by appropri-
ately shifting the key bits between stages, as illustrated in Fig. 6.
When decrypting, the unshaded tri-states are active, shifting the
key right as it travels down the pipeline; encryption activates the
shaded tri-states to shift the key left. The net effect is that not
only does each stage of the pipeline operate on a key/data pair
independently of the other stages, but its mode (encryption or
decryption) is independent of the other stages as well.

After traversing the pipeline, the output is sent to both the sig-
nature analyzer register (SAR), to be hashed with the previous
results for functional verification, and the output drivers, to be
sent off-chip. Like the PRNG’s used to generate data vectors,

Fig. 6. Inter-stage key shifting.

TABLE I
DESIGN SUMMARY OF DES IC IMPLEMENTATION

the SAR is implemented as a fully-programmable linear-feed-
back shift register.

B. Physical Implementation

The IC was designed in a 0.6 m (drawn) triple-metal CMOS
process [11] using a full-custom methodology with EDA soft-
ware from Cadence [12], [13]. All off-chip communication, as
well as power and ground connections, is done through flip-chip
solder bumps. Given the die size, 114 standard wirebond pads
could have fit along the perimeter. However, this would not only
have failed to meet the I/O requirements (128 signal I/O, in ad-
dition to control and test) but would have increased the die area
20%. Area-array I/O, which gives I/O capacity proportional to
the IC’s area rather than its perimeter, enables the IC to achieve
its high bandwidth, since every cycle a 64-b data block can be
read while another is being written.

With the exception of the S-box ROMs, the chip was imple-
mented in conventional static CMOS. Clocking was done with
a single phase clock distributed over the entire chip. Table I
presents some information regarding the IC implementation.

Fig. 7 is an annotated photomicrograph of the IC. Data inputs
are routed from the lower half of the chip to the “ESD protec-
tion” section (nwell resistors and clamp diodes) be-
fore entering the pipeline. The ESD structures are congregated
together rather than placed under the respective input pads be-
cause foundry rules dictated a 50 m minimum spacing between
ESD structures and active devices. The exceptions are the clock
drivers, each of which has its own local ESD protection struc-
ture (which does obey the spacing requirement). Data travels
through the pipeline in a counter-clockwise direction as indi-
cated in Fig. 7. At the end of the pipeline, the output drivers
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Fig. 7. Annotated photomicrograph of DES IC.

Fig. 8. Pipeline stage.

send the data both off-chip and into the SAR to be hashed with
the previous results.

Each pipeline stage implements the operations shown in
Fig. 2. A composite photomicrograph of a single stage is shown
in Fig. 8. The three circled and labeled solder bump pads are
the dedicated , clock, and ground connections for that
particular stage; this is discussed further below.

Fig. 9 is a close-up of a cell (the pipeline registers and ad-
ditional XOR gates are at the top of the cell and not shown),
which is shown shaded in Fig. 8. At the top are the pipeline reg-
isters. Half of the key (28-b) comes on the horizontal bus (of
which only a few wires are visible) above the XORs; the appro-
priate 6 b (which six depends on the cell number) are tapped
off and xor’ed with 6 b from the registers. The sum is split
into two parts: a 4-b number, which is decoded to index into
the ROM, and a 2-b number, which multiplexes the correct 4-b
ROM output. The eight cells form a 32-b output, which is per-
muted and expanded (operations P and E in Fig. 2) and sent to

Fig. 9. Pipeline cell (close-up).

Fig. 10. Clock distribution via solder bumps.

the next pipeline stage. The S-box ROM is constructed using
a static pseudo-NMOS PLA structure, which accounts for the
small S-box area (131 m 116 m, including associated de-
coders and multiplexors).

The chips’ global clock, power and ground are distributed
on the MCM—there is no global on-chip distribution for these.
Each pipeline stage, as well as the data-generating PRNG’s
and the SAR, has its own clock input pad and driver. The
clock distribution is conceptually illustrated in cross-section in
Fig. 10, and a composite detail photomicrograph of a single
clock input structure (including local ESD protection) is shown
in Fig. 11. This arrangement—multiple clock entry points
with local clock drivers—reduces clock skew by eliminating a
single global driver which would then redistribute the clock to
the local drivers. Circuit simulations show that across process
variations a single driver can contribute up to 150 ps of skew;
this potential skew can be avoided due to the low resistance
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Fig. 11. Clock pad and local ESD/driver detail.

Fig. 12. V =V distribution via solder bumps.

TABLE II
PROCESS SUMMARY OF MCM-D

of the MCM copper interconnect (4.5 m /sq.) versus that of
on-chip aluminum interconnect ( m /sq.).

In addition to dedicated clock inputs, each pipeline stage,
PRNG and SAR has its own dedicated power and ground bumps
which contact the MCM and plane, respectively, as
conceptually illustrated in Fig. 12. There is no on-chip global
mesh for power and ground distribution; however, there are thin
metal straps connecting the power rails for each stage and
(and similarly for the ground rails) to provide a low-inductance
signal return path.

The advantage of using the MCM for global chip power and
ground distribution is that it allows the die area to be smaller.
In this case, the chip is 30% smaller (for the same peak IR
drop) than one using a conventional peripheral-ring power

Fig. 13. On-MCM clock distribution H-tree.

Fig. 14. DES MCM (in package).

distribution system [1]. This savings results from the fact that
low-resistance (i.e., wide) peripheral metal rings
are not needed in the area-array power-distribution scheme.
Again, the low resistance of the MCM copper planes improves
the performance/cost ratio. A side benefit of using the MCM
for power distribution is the inherent parasitic decoupling
capacitance (0.89 nF/cm ) between the MCM’s power and
ground planes.

As mentioned earlier, the I/O solder bumps on the lower half
of the chip (looking at Fig. 7) are inputs while those on the upper
half are outputs. This facilitates the inter-chip wiring necessary
to implement 3DES when the ICs are laid end-to-end, as shown
in Fig. 14.
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Fig. 15. Clock skew measurement.

IV. MCM-D

The ICs are mounted on an MCM-D substrate manufactured
by MicroModule Systems, Inc. Process characteristics of the
substrate are given in Table II.

A single-ended clock signal is distributed on a simple H-tree
built on the MCM’s signal layers, and each leaf of the tree is the
input to an on-chip driver, as discussed in Section III.B. This is
conceptually illustrated in Fig. 13.

Fig. 14 is a photograph of the populated MCM mounted in
a 192-pin PGA package. Identifying letters have been superim-
posed on the chips. The three dark rectangles in the middle la-
beled A, B, and C are the ICs, face down. To the left of each die
are mounting pads for decoupling capacitors, and various probe
points are also visible.

To realize the 3DES function, the outputs of A are fed to the
inputs of B, and the outputs of B to the inputs of C.

V. VERIFICATION

The entire chip was modeled in Verilog with a combination
of structural and behavioral code. A predefined set of key-data
vectors designed to test DES implementations [14] was success-
fully run against this model. Additionally, one million random
vectors were run and the outputs successfully compared to that
of a popular software DES implementation [15]. Standard LVS
and DRC checks were also successfully run. As a final pre-fab-
rication check, a switch-level simulation of the entire chip was
run using the Spectre circuit simulator.

With possible data vectors, exhaustive testing is clearly
impossible. Therefore, PRNGs and a signature analyzer (hash
register), as described in Section III-B, were used to do func-
tional testing.

Before beginning to feed data and keys into the pipeline, all
flip-flops are initialized via scan chains. As mentioned above
and shown in Fig. 3, every cycle of normal operation the pipeline
output is hashed by the SAR. At the end of the test sequence, the
contents of the SAR are scanned out and compared to the value
predicted by the Verilog simulation. Due to area constraints, the
SAR is only 16 b long. To verify that each bit of the output is cor-
rect, the 64-b output is divided into four 16-b groups which are
multiplexed into the SAR (the “select” signal in Fig. 3). Thus,
depending on which group is currently selected, all output bits
can be hashed, albeit not simultaneously.

VI. MEASUREMENT RESULTS

A four-layer PCB was designed to accommodate the MCM
package and provide interfaces for injecting stimuli and mea-
suring outputs. Stimuli were created with a Tektronix HFS 9009,
and a Tektronix TLA704 Logic Analyzer was used to examine
the outputs. A ZIF socket was used to seat the MCM package
rather than soldering it directly to the PCB to facilitate testing
the various samples.

The basic method used to test for correct functionality was

• choose initial seeds and polynomials for PRNG’s and SAR
(polynomials were chosen to avoid cycles in the PRNGs
and to minimize the probability of aliasing in the SAR
[16]);

• run Verilog simulation and note final SAR contents;
• initialize chips identically and run same number of cycles;
• scan out SAR(s) and compare to Verilog simulation.

Four tests of 25 000 vectors each were run on each chip, one test
for each 16-b group of the output. In each case the SAR contents
matched those predicted by the Verilog simulations. This proce-
dure was run for three different opmode settings: encrypt only,
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Fig. 16. Noise model of pipeline stage.

Fig. 17. MCM V plane voltage (simulated and measured).

decrypt only, and alternating encrypt and decrypt every cycle
(i.e., eight encryptions and eight decryptions in the pipeline si-
multaneously). Again, in each case the SAR contents matched
Verilog simulations.

3DES operation was also measured for maximum speed (i.e.,
throughput) using the same methodology as above. The mod-
ules functioned correctly at clock speeds up to 110 MHz, which
corresponds to 7.04 Gb/s throughput.

Clock skew between the three ICs (between the H-tree leaf
node at the northeast corner of the chips) was measured using
a Tektronix 11 801A oscilloscope and an HP 8133 pulse gen-
erator as a low-jitter clock source. Due to the symmetrical na-
ture of the clock distribution H-tree, this is representative of the
skew between any two clock entry points on the entire module.

A close-up view of the rising edge of the clock waveforms, along
with a reference line representing the threshold of the on-chip
clock driver, is shown in Fig. 15. The on-chip clock driver is not
perfectly symmetrical, leading to a threshold voltage slightly
less than . The jagged appearance of the traces is due
to the oscilloscope’s quantization error at the given level of
magnification. At the threshold, skew was measured to be ap-
proximately 15 ps. Sources of error include manufacturing mis-
matches in the H-tree and asymmetrical capacitive loading due
to crossover of signal interconnects.

It was important to verify that the flip-chip on-MCM power
distribution scheme did not lead to increased noise levels. The
voltage of the plane was measured and compared to that
predicted by a simple model, in which the MCM planes were
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Fig. 18. Effect of decoupling capacitors on MCM V plane voltage.

modeled as an RLC grid using vendor-provided parasitic values
[17]. The vast majority of the on-chip ac current is drawn by
the clock buffers driving each pipeline stage, while the S-box
ROMs dissipate dc power. (Each ROM has a PMOS switch con-
trolled by a “sleep” line, which, when asserted, reduces the dc
current effectively to zero.) The output drivers also draw sig-
nificant amounts of current. Each pipeline stage was modeled
as a dc current source in conjunction with the transistor-level
model of the clock driver driving an amount of gate capacitance
equal to the load presented to the on-chip clock driver, as il-
lustrated in Fig. 16. Each chip’s noise model was composed of
16 pipeline stages in addition to the 64 output drivers. To com-
pare this model with the actual system, measurements of the

plane during operation of the three ICs were taken with a
GGB Model 34A high-impedance active probe.

Fig. 17 shows the results of a measurement compared to the
predicted noise. The system clock is running at 50 MHz. Intra-
cycle logic switching was not modeled in the simulation, which
accounts for the smoothness of the simulated noise; however,
the model predicts the mid- and low-frequency noise accurately.
The peak noise is rather high, but on average the voltage fluc-
tuations stay within 10% of the nominal . To see how much
of the noise was due to the ZIF socket used in the test setup,
the noise simulation was rerun with the socket inductance re-
moved. This is labeled as “simulation (w/o ZIF).” Peak-peak
noise predicted by this simulation is reduced to about 200 mV
from 300 mV in the case with the socket, leading to the conclu-
sion that about a third of the observed noise is due to parasitics
of the test setup, not the MCM itself. It is also worth reiterating

that this noise is measured on the plane itself and therefore
only a fraction of it is actually seen as simultaneous switching
noise at the drivers’ outputs.

Adding three surface-mount 3.3 F capacitors to the MCM
substrate reduced peak-peak noise magnitude to 100 mV.
Fig. 18 shows before-and-after measurements illustrating this
result. This shows that the native decoupling capacitance of the
power-ground plane pair were insufficient.

VII. CONCLUSION

This paper described a high-throughput 3DES IC imple-
mented in a standard CMOS process. Utilizing area-array I/O
and an MCM-D thin-film substrate for global power, ground
and clock distribution, as well as inter-chip signal communi-
cation, 3DES operation with a sustained throughput of 7 Gb/s
was obtained. Clock skew across the MCM was measured to
be 15 ps, and the measured dynamic plane noise agreed
well with the noise predicted by the model.

These results demonstrate the following:

1) custom DES design leads to very high throughputs, the
highest demonstrated so far;

2) on-package global clock distribution is practical and
leads to lower skews than comparable H-tree schemes
with added buffer layers;

3) on-package power and ground distribution is practical
and results in manageable noise levels, once sufficient
on-package decoupling is employed.
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